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[IpenocrapisieT TpaHCIIOPT OCHOBAHHBIN Ha CJI0€ O€30MMaCHBIX COKETOB.
Ucnons3yercs OpenSSL u mognepxkuBarots SSLv2, SSLv3 and TLSvI1.
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BBenenune

Monyns Tpancniopta SSL npenocTaBisieT B CUCTEMY MOJAEPKKY TPAHCIOPTOB OCHOBAHHBIX Ha
cioe Oe3omacHbix cokeToB (SSL). B ocnoBe wmonyns nexur Oubnmorexka OpenSSL.
[ToanepxuBarOTCs BXOAAILINE U UCXOAIIUE TPAaHCHOPTHI MpoTokosoB SSLv2, SSLv3 u TLSvI.

Jl00aBUTH HOBBIE BXOJSIIME W UCXOMSIINE TPAHCIOPTHI MOKHO TOCPEICTBOM KOH(UTYparuu
TPaHCIIOPTHOM MOJACUCTEMBI B JTI000M KoH(puryparope cucrembl OpenSCADA.


http://www.openssl.org/

1. Bxoasinue TpaHCHOPTHI

CkoH(MUTYpUPOBAHHBIN U 3aIMYIICHHBIN BXOJSMIINA TPAHCIIOPT OTKPBIBAET cepBepHbIl SSL-coker s
OKUIaHUSI COCAMHEHUS] KIMEHTOB. SSL-COKeT SBIAIOTCS MHOTO-TIOTOYHBIMH, T.€. TPH TOAKIIOYCHUN
KIUEHTa COo31aéTcs KIMEHTCKoe SSL-coelMHEHWE W HOBBI TOTOK B KOTOPOM MPOU3BOAMTHCS
obcnmyxxuBanue kinenta. CepBepHbld SSL-COKET, B 3TOT MOMEHT, NMEPEXOAUT K OXKHUIAHHUIO 3alpPOCOB OT
HOBOTO KJIMeHTa. TakuM 00pa3oM JIOCTHraeTcs mapaiebHOe 00CTy)KHBaHUE KIUEHTOB.

Kaxaplii BXOASIIUNA TPAaHCHIOPT OOSI3aTENLHO CBS3BIBACTCS C OJHUM M3 JIOCTYIMHBIX TPAHCTIOPTHBIX
IIPOTOKOJIOB, KOTOPOMY IEPEAAIOTCS BXOJIANIME cOOOIIeHusl. B cBsi3ke ¢ TpaHCMOPTHBIM MPOTOKOJIOM
MOJITICPIKUBACTCS MEXaHU3M OOBEMHEHHS KYCKOB pa3po0IeHHBIX, PU Tiepeayde, 3alpocoB.

Huanor koundurypanun Bxozsmiero SSL-tpancnopra n3o0paxén Ha puc.l.
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Puc.1. duanor koudurypamuu Bxoasimero SSL-tpancnopTa.

C nmoMouIbIo 3TOro AUaIora MOKHO YCTAHOBUTH:!

« CocrosHue TpaHcnopTa, a wuMeHHoO: «Cratycy, «3amymen» u umsa bJ]  conmepxatueit

KOH(HUTypaImio.

« Wnentuduxatop, UMs U OMHCAHKE TPAHCIIOPTA.

« Anpec Tpancnopra B ¢popmare "[aapec]:[mopt]:[pexum]" Tre:
. anpec — Anpec, Ha KOTOpoM oTKpbiBaeTcs SSL. JlommkeH ObITh OJTHUM M3 apecOB XOCTA.
Ecnu ykazano "*" to SSL Oyzner noctymneH Ha Bcex uHTepdeiicax xocta. Jlomyckaiores Kak
CUMBOJIbHOE, Tak U [P npencrasienue anpeca.



- nopr — CereBoil mOPT,

3

CUMBOJILHOTO UMEHH TTOpTa (B COOTBETCTBHUU C /etc/services).
« pexuMm — SSL-pexkxum u Bepcus (SSLv2, SSLv3, SSLv23, TLSv1). Ilo ymonuanuio u
npu omuoke ucronb3zyercss SSLv23

+  Br10op TpaHCHOPTHOTO MPOTOKOIA.

+ CocrosiHHE, B KOTOPOE MEPEBOIUTH KOHTPOIUIEP MPH 3arpy3Ke: «3amymien».

+ Ceprudukatsl, npuBaTHbIN K104 SSL 1 nmaposs npuBatHoro kimoua SSL.

+  MakcumanabHOE KOJMYECTBO OOCITYKUBAEMbIX KIIMEHTOB U pa3Mep BXOAHOTo Oydepa.

2. Ucxoasiime TPaHCIOPTHI

CkoH(MUTYpUPOBAaHHBIM W 3aIlyIIEHHBIA HCXOANIMA TpaHCIOPT OTKpbIBaeT SSL coemuHeHme ¢
yKa3aHHbIM cepBepoM. Ilpu paspbiBe coeauHEHus, HCXOASIIMA TPAaHCIOPT OTKIKOYAeTCs.
BO300HOBJICHHSI COSIMHECHUS TPAHCIIOPT HYXKHO OIISITh 3aITyCTUTh.

['maBHas BKJIaJKa CTpaHUIbl KOH(pUrypauu ucxosauiero SSL-rpancnopra n3obpaxéna Ha puc.2.
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ID: TrentriocopSSL

Mma: [TantrbﬂpSSL

Cnncanme:

Aspec: [ localhost: 10045

Zanyckate: | |

CepTUWKATE W NPWEATHBIA KNKY:

----- BEGIN CERTIFICATE-----
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Maponb NPUEATHOMND KNKOYA:

Puc.2. I'naBHas BKjIaka CTpaHULbl KOH(UTypauu ucxoasuero SSL-tpaHcnopra.

[Jfroman]




C noMouib1o 3TOro AUagora MOXKHO YCTAaHOBUTH:!

- CocrosiHue TpaHcnopta, a uMeHHO: «Crarycy, «3amymen» u umsa b/l coaepxkateit

KOH(UTyparuio.

- WpnentuduxaTtop, UMs U ONKMCaHUE TPAHCIIOPTA.

« Anpec Tpancnopra B ¢popmarte "[aapec]:[mopt]:[pexum]" rae:
« azapec — Anpec, ¢ KOTOPBIM BBINOJHSETCS coeAMHEHKE. J[omycKatoTCsl Kak CHMBOJIbHOE
tak u [P npeacraBienue aapeca.
« nopT — CeTreBoil MOPT, ¢ KOTOPBIM BBINOJHIETCS cOoelMHEHUE. BO3MOXHO yka3zaHue
CHUMBOJILHOTO UMEHH IOpTa (B COOTBETCTBHH C /etc/services).
« pexuMm — SSL-pexxum u Bepcust (SSLv2, SSLv3, SSLv23, TLSv1). Ilo ymonuanuio u
npu omnOke ucnonbzyercst SSLv23

+ CocrosiHHE, B KOTOPOE MEPEBOIUTH KOHTPOJUIEP MPHU 3arpy3Ke: «3ammyIieH».

+  Ceptudukatsl, npuBaTHbIN K104 SSL 1 maposib npuBaTHOTO Kitoua SSL.

3. CepTuuKaThI U KJIHOYH

Jnst monHOUEHHOW paboThl MOAyNs HEOOXOAMMBI cepTU(UKATHl U MpUBaTHBIE KiIoud. B ciydae c
BxozsmuM SSL-TpaHciopToM (cepBepoM) oHM 00s13aTebHbl. B ciydae ¢ ucxoasumm SSL-TpancnopTom
OHM MOTYT Y HE YCTaHABJIUBATHCS XOTS UX UCIOJIb30BAaHUE JKETATENBHO.

[Ipocreiimeli koH(pUTypanue cepThUdUKaTa SBISICTCS CaAMOMOINUCHON cepTU(UKAT U TPHUBATHBINA
kirou. Hioke onucana npoueaypa ux co3AaHusi C MOMOIIBIO YTUIMTH openssl:

TeHepaluus CEKPEeTHOTO KJoua
openssl genrsa -out ./key.pem -des3 -rand /var/log/messages 2048
TeHepalysa CaMONONNMUCAHHOTO cepTubukarTa

openssl req -x509 -new -key ./key.pem -out ./selfcert.pem -days 365

w» o A

Hanee conepxumoe daiinos selfcert.pem u key.pem komupyercss B TEKCTOBOE MoJjie cepTUdHUKaTa U
kiato4da. [lapons NpuBaTHOrO KIlt04Ya yCTaHABJIMBAETCS B COOTBETCTBYIOILEM TI0JIE.
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