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About the Cover Artwork

The cover artwork of this book continues the freedom theme of the first edition of ‘Samba-3 by Example’. The history of
civilization demonstrates the fragile nature of freedom. It can be lost in a moment, and once lost, the cost of recovering liberty
can be incredible. The last edition cover featured Alfred the Great who liberated England from the constant assault of Vikings
and Norsemen. Events in England that finally liberated the common people came about in small steps, but the result should not
be under-estimated. Today, as always, freedom and liberty are seldom appreciated until they are lost. If we can not quantify what
is the value of freedom, we shall be little motivated to protect it.

Samba-3 by Example Cover Artwork: The British houses of parliament are a symbol of the Westminster system of government.
This form of government permits the people to govern themselves at the lowest level, yet it provides for courts of appeal that are
designed to protect freedom and to hold back all forces of tyranny. The clock is a pertinent symbol of the importance of time and
place.

The information technology industry is being challenged by the imposition of new laws, hostile litigation, and the imposition
of significant constraint of practice that threatens to remove the freedom to develop and deploy open source software solutions.
Samba is a software solution that epitomizes freedom of choice in network interoperability for Microsoft Windows clients.

I hope you will take the time needed to deploy it well, and that you may realize the greatest benefits that may be obtained. You
are free to use it in ways never considered, but in doing so there may be some obstacles. Every obstacle that is overcome adds to
the freedom you can enjoy. Use Samba well, and it will serve you well.
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Foreword

By John M. Weathersby, Executive Director, OSSI

The Open Source Software Institute (OSSI) is comprised of representatives from a broad spectrum of business and
non-business organizations that share a common interest in the promotion of development and implementation of
open source software solutions globally, and in particular within the United States of America.

The OSSI has global affiliations with like-minded organizations. Our affiliate in the United Kingdom is the Open
Source Consortium (OSC). Both the OSSI and the OSC share a common objective to expand the use of open source
software in federal, state, and municipal government agencies; and in academic institutions. We represent businesses
that provide professional support services that answer the needs of our target organizational information technology
consumers in an effective and cost-efficient manner.

Open source software has matured greatly over the past five years with the result that an increasing number of people
who hold key decisionmaking positions want to know how the business model works. They want to understand how
problems get resolved, how questions get answered, and how the development model is sustained. Information and
communications technology directors in defense organizations, and in other government agencies that deal with
sensitive information, want to become familiar with development road-maps and, in particular, seek to evaluate the
track record of the mainstream open source project teams.

Wherever the OSSI gains entrance to new opportunities we find that Microsoft Windows technologies are the bench-
mark against which open source software solutions are measured. Two open source software projects are key to
our ability to present a structured and convincing proposition that there are alternatives to the incumbent proprietary
means of meeting information technology needs. They are the Apache Web Server and Samba.

Just as the Apache Web Server is the standard in web serving technology, Samba is the definitive standard for
providing interoperability with UNIX systems and other non-Microsoft operating system platforms. Both open
source applications have a truly remarkable track record that extends for more than a decade. Both have demonstrated
the unique capacity to innovate and maintain a level of development that has not only kept pace with demands, but,
in many areas, each project has also proven to be an industry leader.

One of the areas in which the Samba project has demonstrated key leadership is in documentation. The OSSI was
delighted when we saw the Samba Team, and John H. Terpstra in particular, release two amazingly well-written
books to help Samba software users deploy, maintain, and troubleshoot Windows networking installations. We were
concerned that, given the large volume of documentation, the challenge to maintain it and keep it current might prove
difficult.

This second edition of the book, Samba-3 by Example, barely one year following the release of the first edition, has
removed all concerns and is proof that open source solutions are a compelling choice. The first edition was released
shortly following the release of Samba version 3.0 itself, and has become the authoritative instrument for training
and for guiding deployment.

I am personally aware of how much effort has gone into this second edition. John Terpstra has worked with gov-
ernment bodies and with large organizations that have deployed Samba-3 since it was released. He also worked to
ensure that this book gained community following. He asked those who have worked at the coalface of large and
small organizations alike, to contribute their experiences. He has captured that in this book and has succeeded yet
again. His recipe is persistence, intuition, and a high level of respect for the people who use Samba.

This book is the first source you should turn to before you deploy Samba and as you are mastering its deployment.
I am proud and excited to be associated in a small way with such a useful tool. This book has reached maturity that
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is demonstrated by reiteration that every step in deployment must be validated. This book makes it easy to succeed,
and difficult to fail, to gain a stable network environment.

I recommend this book for use by all IT managers and network administrators.
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Preface

Network administrators live busy lives. We face distractions and pressures that drive us to seek proven, working case scenarios
that can be easily implemented. Often this approach lands us in trouble. There is a saying that, geometrically speaking, the
shortest distance between two points is a straight line, but practically we find that the quickest route to a stable network solution
is the long way around.

This book is your means to the straight path. It provides step-by-step, proven, working examples of Samba deployments. If you
want to deploy Samba-3 with the least effort, or if you want to become an expert at deploying Samba-3 without having to search
through lots of documentation, this book is the ticket to your destination.

Samba is software that can be run on a platform other than Microsoft Windows, for example, UNIX, Linux, IBM System 390,
OpenVMS, and other operating systems. Samba uses the TCP/IP protocol that is installed on the host server. When correctly
configured, it allows that host to interact with a Microsoft Windows client or server as if it is a Windows file and print server.
This book will help you to implement Windows-compatible file and print services.

The examples presented in this book are typical of various businesses and reflect the problems and challenges they face. Care
has been taken to preserve attitudes, perceptions, practices, and demands from real network case studies. The maximum benefit
may be obtained from this book by working carefully through each exercise. You may be in a hurry to satisfy a specific need, so
feel free to locate the example that most closely matches your need, copy it, and innovate as much as you like. Above all, enjoy
the process of learning the secrets of MS Windows networking that is truly liberated by Samba.

The focus of attention in this book is Samba-3. Specific notes are made in respect of how Samba may be made secure. This
book does not attempt to provide detailed information regarding secure operation and configuration of peripheral services and
applications such as OpenLDAP, DNS and DHCP, the need for which can be met from other resources that are dedicated to the
subject.

Why Is This Book Necessary?

This book is the result of observations and feedback. The feedback from the Samba-HOWTO-Collection has been positive and
complimentary. There have been requests for far more worked examples, a ‘Samba Cookbook,” and for training materials to help
kick-start the process of mastering Samba.

The Samba mailing lists users have asked for sample configuration files that work. It is natural to question one’s own ability to
correctly configure a complex tool such as Samba until a minimum necessary knowledge level has been attained.

The Samba-HOWTO-Collection — as does The Official Samba-3 HOWTO and Reference Guide — documents Samba features
and functionality in a topical context. This book takes a completely different approach. It walks through Samba network
configurations that are working within particular environmental contexts, providing documented step-by-step implementations.
All example case configuration files, scripts, and other tools are provided on the CD-ROM. This book is descriptive, provides
detailed diagrams, and makes deployment of Samba-3 a breeze.

Samba 3.0.20 Update Edition

The Samba 3.0.x series has been remarkably popular. At the time this book first went to print samba-3.0.2 was being released.
There have been significant modifications and enhancements between samba-3.0.2 and samba-3.0.14 (the current release) that
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necessitate this documentation update. This update has the specific intent to refocus this book so that its guidance can be followed
for samba-3.0.20 and beyond. Further changes are expected as Samba-3 matures further and will be reflected in future updates.

The changes shown in are incorporated in this update.

New Feature Description

User and group names returned by winbindd are now con-
verted to lower case for better consistency. Samba imple-
mentations that depend on the case of information returned
Winbind Case Handling by winbind (such as %u and %U) must now convert the
dependency to expecting lower case values. This affects
mail spool files, home directories, valid user lines in the
smb . conf file, etc.

Addition of code to handle password aging, password
uniqueness controls, bad password instances at logon time,
Schema Changes have made necessary extensions to the SambaSAM schema.
This change affects all sites that use LDAP and means that
the directory schema must be updated.

Samba-3.0.8 redefined the behavior: Local authentication
results in a username map file lookup before authenticating
the connection. All authentication via an external domain
controller will result in the use of the fully qualified name
(i.e.. DOMAIN\username) after the user has been success-
fully authenticated.

Username Map Handling

Symbolically linked files and directories on the UNIX host
to absolute paths will now be followed. This can be turned
UNIX Extension Handling off using ‘wide links = No’ in the share stanza in the smb .
conf file. Turning off ‘wide links’ support will degrade
server performance because each path must be checked.

Versions of Samba prior to samba-3.0.11 required the use
of the UNIX root account from network Windows clients.
The new ‘enable privileges = Yes’ capability means that
functions such as adding machines to the domain, managing
printers, etc. can now be delegated to normal user accounts
or to groups of users.

Privileges Support

Table 1: Samba Changes — 3.0.2 to 3.0.20

Prerequisites

This book is not a tutorial on UNIX or Linux administration. UNIX and Linux training is best obtained from books dedicated
to the subject. This book assumes that you have at least the basic skill necessary to use these operating systems, and that you
can use a basic system editor to edit and configure files. It has been written with the assumption that you have experience with
Samba, have read The Official Samba-3 HOWTO and Reference Guide and the Samba-HOWTO-Collection, or that you have
familiarity with Microsoft Windows.

If you do not have this experience, you can follow the examples in this book but may find yourself at times intimidated by
assumptions made. In this situation, you may need to refer to administrative guides or manuals for your operating system
platform to find what is the best method to achieve what the text of this book describes.
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Approach

The first chapter deals with some rather thorny network analysis issues. Do not be put off by this. The information you glean, even
without a detailed understanding of network protocol analysis, can help you understand how Windows networking functions.

Each following chapter of this book opens with the description of a networking solution sought by a hypothetical site. Bob Jordan
is a hypothetical decision maker for an imaginary company, Abmas Biz NL. We will use the non-existent domain name abm-
as.biz. All facts presented regarding this company are fictitious and have been drawn from a variety of real business scenarios
over many years. Not one of these reveal the identify of the real-world company from which the scenario originated.

In any case, Mr. Jordan likes to give all his staff nasty little assignments. Stanley Saroka is one of his proteges; Christine
Roberson is the network administrator Bob trusts. Jordan is inclined to treat other departments well because they finance Abmas
IT operations.

Each chapter presents a summary of the network solution we have chosen to demonstrate together with a rationale to help you to
understand the thought process that drove that solution. The chapter then documents in precise detail all configuration files and
steps that must be taken to implement the example solution. Anyone wishing to gain serious value from this book will do well to
take note of the implications of points made, so watch out for the this means that notations.

Each chapter has a set of questions and answers to help you to to understand and digest key attributes of the solutions presented.

Summary of Topics

The contents of this second edition of Samba-3 by Example have been rearranged based on feedback from purchasers of the first
edition.

Clearly the first edition contained most of what was needed and that was missing from other books that cover this difficult subject.
The new arrangement adds additional material to meet consumer requests and includes changes that originated as suggestions
for improvement.

Chapter 1 now dives directly into the heart of the implementation of Windows file and print server networks that use Samba at
the heart.

Chapter 1 — No Frills Samba Servers. Here you design a solution for three different business scenarios, each for a company
called Abmas. There are two simple networking problems and one slightly more complex networking challenge. In the
first two cases, Abmas has a small simple office, and they want to replace a Windows 9x peer-to-peer network. The third
example business uses Windows 2000 Professional. This must be simple, so let’s see how far we can get. If successful,
Abmas grows quickly and soon needs to replace all servers and workstations.

Techinfo — This chapter demands:

* Case 1: The simplest smb . conf file that may reasonably be used. Works with Samba-2.x also. This configuration uses
Share Mode security. Encrypted passwords are not used, so there is no smbpasswd file.

* Case 2: Another simple smb.conf file that adds WINS support and printing support. This case deals with a special
requirement that demonstrates how to deal with purpose-built software that has a particular requirement for certain share
names and printing demands. This configuration uses Share Mode security and also works with Samba-2.x. Encrypted
passwords are not used, so there is no smbpasswd file.

* Case 3: This smb.conf configuration uses User Mode security. The file share configuration demonstrates the ability
to provide master access to an administrator while restricting all staff to their own work areas. Encrypted passwords are
used, so there is an implicit smbpasswd file.

Chapter 2 — Small Office Networking. Abmas is a successful company now. They have 50 network users and want a little
more varoom from the network. This is a typical small office and they want better systems to help them to grow. This is
your chance to really give advanced users a bit more functionality and usefulness.

Techinfo — This smb . conft file makes use of encrypted passwords, so there is an smbpasswd file. It also demonstrates
use of the valid users and valid groups to restrict share access. The Windows clients access the server as Domain
members. Mobile users log onto the Domain while in the office, but use a local machine account while on the road. The
result is an environment that answers mobile computing user needs.
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Chapter 3 — Secure Office Networking. Abmas is growing rapidly now. Money is a little tight, but with 130 network users,
security has become a concern. They have many new machines to install and the old equipment will be retired. This time
they want the new network to scale and grow for at least two years. Start with a sufficient system and allow room for
growth. You are now implementing an Internet connection and have a few reservations about user expectations.

Techinfo — This smb.conf file makes use of encrypted passwords, and you can use a tdbsam password backend.
Domain logons are introduced. Applications are served from the central server. Roaming profiles are mandated. Access
to the server is tightened up so that only domain members can access server resources. Mobile computing needs still are
catered to.

Chapter 4 — The 500 User Office. The two-year projections were met. Congratulations, you are a star. Now Abmas needs to
replace the network. Into the existing user base, they need to merge a 280-user company they just acquired. It is time to
build a serious network. There are now three buildings on one campus and your assignment is to keep everyone working
while a new network is rolled out. Oh, isn’t it nice to roll out brand new clients and servers! Money is no longer tight, you
get to buy and install what you ask for. You will install routers and a firewall. This is exciting!

Techinfo — This smb . conf file makes use of encrypted passwords, and a t dbsam password backend is used. You are
not ready to launch into LDAP yet, so you accept the limitation of having one central Domain Controller with a Domain
Member server in two buildings on your campus. A number of clever techniques are used to demonstrate some of the smart
options built into Samba.

Chapter 5 — Making Happy Users. Congratulations again. Abmas is happy with your services and you have been given
another raise. Your users are becoming much more capable and are complaining about little things that need to be fixed.
Are you up to the task? Mary says it takes her 20 minutes to log onto the network and it is killing her productivity. Email
is a bit unreliable — have you been sleeping on the job? We do not discuss the technology of email but when the use of
mail clients breaks because of networking problems, you had better get on top of it. It’s time for a change.

Techinfo — This smb . conf file makes use of encrypted passwords; a distributed 1dapsam password backend is used.
Roaming profiles are enabled. Desktop profile controls are introduced. Check out the techniques that can improve the user
experience of network performance. As a special bonus, this chapter documents how to configure smart downloading of
printer drivers for drag-and-drop printing support. And, yes, the secret of configuring CUPS is clearly documented. Go
for it; this one will tease you, too.

Chapter 6 — A Distributed 2000 User Network. Only eight months have passed, and Abmas has acquired another company.
You now need to expand the network further. You have to deal with a network that spans several countries. There are three
new networks in addition to the original three buildings at the head-office campus. The head office is in New York and
you have branch offices in Washington, Los Angeles, and London. Your desktop standard is Windows XP Professional. In
many ways, everything has changed and yet it must remain the same. Your team is primed for another roll-out. You know
there are further challenges ahead.

Techinfo — Slave LDAP servers are introduced. Samba is configured to use multiple LDAP backends. This is a brief
chapter; it assumes that the technology has been mastered and gets right down to concepts and how to deploy them.

Chapter 7 — Adding UNIX/Linux Servers and Clients. Well done, Bob, your team has achieved much. Now help Abmas
integrate the entire network. You want central control and central support and you need to cut costs. How can you reduce
administrative overheads and yet get better control of the network?

This chapter has been contributed by Mark Taylor mark.taylor @siriusit.co.uk and is based on a live site. For further
information regarding this example case, please contact Mark directly.

Techinfo — It is time to consider how to add Samba servers and UNIX and Linux network clients. Users who convert to
Linux want to be able to log on using Windows network accounts. You explore nss_ldap, pam_ldap, winbind, and a few
neat techniques for taking control. Are you ready for this?

Chapter 8 — Updating Samba-3. This chapter is the result of repeated requests for better documentation of the steps that must
be followed when updating or upgrading a Samba server. It attempts to cover the entire subject in broad-brush but at the
same time provides detailed background information that is not covered elsewhere in the Samba documentation.

Techinfo — Samba stores a lot of essential network information in a large and growing collection of files. This chapter
documents the essentials of where those files may be located and how to find them. It also provides an insight into inter-
related matters that affect a Samba installation.

Chapter 9 — Migrating NT4 Domain to Samba-3. Another six months have passed. Abmas has acquired yet another com-
pany. You will find a way to migrate all users off the old network onto the existing network without loss of passwords and
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will effect the change-over during one weekend. May the force (and caffeine) be with you, may you keep your back to the
wind and may the sun shine on your face.

Techinfo — This chapter demonstrates the use of the net rpc migrate facility using an LDAP ldapsam backend, and also
using a tdbsam passdb backend. Both are much-asked-for examples of NT4 Domain migration.

Chapter 10 — Migrating NetWare 4.11 Server to Samba. Misty Stanley-Jones has contributed information that summarizes
her experience at migration from a NetWare server to Samba-3.

Techinfo — The documentation provided demonstrates how one site migrated from NetWare to Samba. Some alternatives
tools are mentioned. These could be used to provide another pathway to a successful migration.

Chapter 11 — Active Directory, Kerberos and Security. Abmas has acquired another company that has just migrated to run-
ning Windows Server 2003 and Active Directory. One of your staff makes offhand comments that land you in hot water.
A network security auditor is hired by the head of the new business and files a damning report, and you must address
the defects reported. You have hired new network engineers who want to replace Microsoft Active Directory with a pure
Kerberos solution. How will you handle this?

Techinfo — This chapter is your answer. Learn about share access controls, proper use of UNIX/Linux file system access
controls, and Windows 200x Access Control Lists. Follow these steps to beat the critics.

Chapter 12 — Integrating Additional Services. The battle is almost over, Samba-3 has won the day. Your team are delighted
and now you find yourself at yet another cross-roads. Abmas have acquired a snack food business, you made promises
you must keep. IT costs must be reduced, you have new resistance, but you will win again. This time you choose to install
the Squid proxy server to validate the fact that Samba is far more than just a file and print server. SPNEGO authentication
support means that your Microsoft Windows clients gain transparent proxy access.

Techlnfo — Samba provides the ntlm_auth module that makes it possible for MS Windows Internet Explorer to connect
via the Squid Web and FTP proxy server. You will configure Samba-3 as well as Squid to deliver authenticated access
control using the Active Directory Domain user security credentials.

Chapter 13 — Performance, Reliability and Availability. Bob, are you sure the new Samba server is up to the load? Your
network is serving many users who risk becoming unproductive. What can you do to keep ahead of demand? Can you
keep the cost under control also? What can go wrong?

Techinfo — Hot tips that put chili into your network. Avoid name resolution problems, identify potential causes of network
collisions, avoid Samba configuration options that will weigh the server down. MS distributed file services to make your
network fly and much more. This chapter contains a good deal of ‘Did I tell you about this...?" type of hints to help keep
your name on the top performers list.

Chapter 14 — Samba Support. This chapter has been added specifically to help those who are seeking professional paid sup-
port for Samba. The critics of Open Source Software often assert that there is no support for free software. Some critics
argue that free software undermines the service that proprietary commercial software vendors depend on. This chapter ex-
plains what are the support options for Samba and the fact that a growing number of businesses make money by providing
commercial paid-for Samba support.

Chapter 15 — A Collection of Useful Tid-bits. Sometimes it seems that there is not a good place for certain odds and ends
that impact Samba deployment. Some readers would argue that everyone can be expected to know this information, or at
least be able to find it easily. So to avoid offending a reader’s sensitivities, the tid-bits have been placed in this chapter. Do
check out the contents, you may find something of value among the loose ends.

Chapter 16 — Windows Networking Primer. Here we cover practical exercises to help us to understand how MS Windows
network protocols function. A network protocol analyzer helps you to appreciate the fact that Windows networking is
highly dependent on broadcast messaging. Additionally, you can look into network packets that a Windows client sends to
a network server to set up a network connection. On completion, you should have a basic understanding of how network
browsing functions and have seen some of the information a Windows client sends to a file and print server to create a
connection over which file and print operations may take place.

Conventions Used

The following notation conventions are used throughout this book:
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TOSHARG? is used as an abbreviation for the book, ‘The Official Samba-3 HOWTO and Reference Guide, Second Edition’
Editors: John H. Terpstra and Jelmer R. Vernooij, Publisher: Prentice Hall, ISBN: 0131882228.

S3bE2 is used as an abbreviation for the book, ‘Samba-3 by Example, Second Edition’ Editors: John H. Terpstra, Publisher:
Prentice Hall, ISBN: 013188221X.

Directories and filenames appear in mono-font. For example, /etc/pam.conf.
Executable names are bolded. For example, smbd.
Menu items and buttons appear in bold. For example, click Next.

Selecting a menu item is indicated as: Start — Control Panel — Administrative Tools — Active Directory Users and Computers
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Practical Exercises in Successful Samba Deployment
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Part I

Example Network Configurations
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This section of Samba-3 by Example provides example network configurations that can be copied, or modified as needed, and
deployed as-is. The contents have been marginally updated to reflect changes made in Samba=3.0.23.

Best use can be made of this book by finding in this section the network design and layout that best approximates your estimated
needs. It is recommended that you will implement the design pattern exactly as it appears, then after the installation has been
proven to work make any changes or modifications needed at your site.

The examples have been tested with Red Hat Fedora Core 2, Novell SUSE Linux Professional 9.3 and Novell SUSE Linux
Enterprise Server (SLES) 9. The principals of implementation apply to all Linux and UNIX systems in general, though some
system files and tools will be different and the location of some Samba file locations will be different since these are determined
by the person who packages Samba for each platform.

If you are deploying Samba is a mission-critical environment, or if you simply want to save time and get your Samba network
operational with minimal fuss, there is the option to purchase commercial, professional, Samba support. Information regarding
commercial support options may be obtained from the commercial support pages from the Samba web site.
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Chapter 1

No-Frills Samba Servers

This is the start of the real journey toward the successful deployment of Samba. For some this chapter is the end of the road
because their needs will have been adequately met. For others, this chapter is the beginning of a journey that will take them well
past the contents of this book. This book provides example configurations of, for the greater part, complete networking solutions.
The intent of this book is to help you to get your Samba installation working with the least amount of pain and aggravation.

1.1 Introduction

This chapter lays the groundwork for understanding the basics of Samba operation. Instead of a bland technical discussion, each
principle is demonstrated by way of a real-world scenario for which a working solution! is fully described.

The practical exercises take you on a journey through a drafting office, a charity administration office, and an accounting office.
You may choose to apply any or all of these exercises to your own environment.

Every assignment case can be implemented far more creatively, but remember that the solutions you create are designed to
demonstrate a particular solution possibility. With experience, you should find much improved solutions compared with those
presented here. By the time you complete this book, you should aim to be a Samba expert, so do attempt to find better solutions
and try them as you work your way through the examples.

1.2 Assignment Tasks

Each case presented highlights different aspects of Windows networking for which a simple Samba-based solution can be pro-
vided. Each has subtly different requirements taken from real-world cases. The cases are briefly reviewed to cover important
points. Instructions are based on the assumption that the official Samba Team RPM package has been installed.

This chapter has three assignments built around fictitious companies:

* A drafting office
* A charity administration office

* An accounting office

Let’s get started.

The examples given mirror those documented in The Official Samba-3 HOWTO and Reference Guide, Second Edition (TOSHARG2) Chapter 2, Section
2.3.1. You may gain additional insight from the standalone server configurations covered in TOSHARG2, sections 2.3.1.2 through 2.3.1.4.
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1.2.1 Drafting Office

Our fictitious company is called Abmas Design, Inc. This is a three-person computer-aided design (CAD) business that often
has more work than can be handled. The business owner hires contract draftspeople from wherever he can. They bring their
own notebook computers into the office. There are four permanent drafting machines. Abmas has a collection of over 10 years
of plans that must be available for all draftsmen to reference. Abmas hires the services of an experienced network engineer to
update the plans that are stored on a central server one day per month. She knows how to upload plans from each machine. The
files available from the server must remain read-only. Anyone should be able to access the plans at any time and without barriers
or difficulty.

Mr. Bob Jordan has asked you to install the new server as economically as possible. The central server has a Pentium-IV 1.6GHz
CPU, 768MB RAM, a 20GB IDE boot drive, a 160GB IDE second disk to store plans, and a 100-base-T Ethernet card. You have
already installed Red Hat Fedora CoreX and have upgraded Samba to version 3.0.20 using the RPM package that is provided
from the Samba FTP sites. (Note: Fedora CoreX indicates your favorite version.)

The four permanent drafting machines (Microsoft Windows workstations) have attached printers and plotters that are shared on
a peer-to-peer basis by any and all network users. The intent is to continue to share printers in this manner. The three permanent
staff work together with all contractors to store all new work on one PC. A daily copy is made of the work storage area to another
PC for safekeeping. When the network consultant arrives, the weekly work area is copied to the central server and the files
are removed from the main weekly storage machine. The office works best with this arrangement and does not want to change
anything. Old habits are too ingrained.

1.2.1.1 Dissection and Discussion

The requirements for this server installation demand simplicity. An anonymous read-only file server adequately meets all needs.
The network consultant determines how to upload all files from the weekly storage area to the server. This installation should
focus only on critical aspects of the installation.

It is not necessary to have specific users on the server. The site has a method for storing all design files (plans). Each plan is
stored in a directory that is named YYYYWW,? where YYYY is the year, and WW is the week of the year. This arrangement
allows work to be stored by week of year to preserve the filing technique the site is familiar with. There is also a customer
directory that is alphabetically listed. At the top level are 26 directories (A-Z), in each is a second-level of directory for the first
plus second letters of the name (A-Z); inside each is a directory by the customers’ name. Inside each directory is a symbolic link
to each design drawing or plan. This way of storing customer data files permits all plans to be located both by customer name
and by the date the work was performed, without demanding the disk space that would be needed if a duplicate file copy were to
be stored. The share containing the plans is called Plans.

1.2.1.2 Implementation

It is assumed that the server is fully installed and ready for installation and configuration of Samba 3.0.20 and any support files
needed. All TCP/IP addresses have been hard-coded. In our case the IP address of the Samba serveris 192.168.1.1 and the
netmask is 255.255.255. 0. The hostname of the server used is server.

1. Download the Samba-3 RPM packages for Red Hat Fedora Core2 from the Samba FTP servers.

2. Install the RPM package using either the Red Hat Linux preferred GUI tool or the rpm:

root# rpm -Uvh samba-3.0.20-1.i386.rpm

3. Create a mount point for the file system that will be used to store all data files. You can create a directory called /plans:

root# mkdir /plans
root# chmod 755 /plans

2This information is given purely as an example of how data may be stored in such a way that it will be easy to locate records at a later date. The example is
not meant to imply any instructions that may be construed as essential to the design of the solution; this is something you will almost certainly want to determine
for yourself.



http://www.samba.org
http://www.samba.org

Samba-3 by Example WORKING PAPER

4/342

The 755 permissions on this directory (mount point) permit the owner to read, write, and execute, and the group and
everyone else to read and execute only.

Use Red Hat Linux system tools (refer to Red Hat instructions) to format the 160GB hard drive with a suitable file system.
An Ext3 file system is suitable. Configure this drive to automatically mount using the /plans directory as the mount
point.

4. Install the smb.conf file shown in in the /et c/samba directory.

Example 1.1 Drafting Office smb . conf File

# Global Parameters
[global]

workgroup = MIDEARTH
security = SHARE
[Plans ]

path = /plans

read only = Yes
guest ok = Yes

5. Verify that the /et c/hosts file contains the following entry:
192.168.1.1 server

6. Use the standard system tool to start Samba and to configure it to restart automatically at every system reboot. For example,

root# chkconfig smb on
root# /etc/rc.d/init.d/smb restart

1. Make certain that all clients are set to the same network address range as used for the Samba server. For example, one
client might have an IP address 192.168.1.10.

2. Ensure that the netmask used on the Windows clients matches that used for the Samba server. All clients must have the
same netmask, such as 255.255.255.0.

3. Set the workgroup name on all clients to MIDEARTH.

4. Verify on each client that the machine called SERVER is visible in the Network Neighborhood, that it is possible to connect
to it and see the share Plans, and that it is possible to open that share to reveal its contents.

1.2.1.3 Validation

The first priority in validating the new Samba configuration should be to check that Samba answers on the loop-back interface.
Then it is time to check that Samba answers its own name correctly. Last, check that a client can connect to the Samba server.

1. To check the ability to access the smbd daemon services, execute the following:

root# smbclient -L localhost -U%

Sharename Type Comment

Plans Disk

IPCS IPC IPC Service (Samba 3.0.20)
ADMINS IPC IPC Service (Samba 3.0.20)
Server Comment

SERVER Samba 3.0.20

Workgroup Master

MIDEARTH SERVER
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This indicates that Samba is able to respond on the loopback interface to a NULL connection. The -U% means send an
empty username and an empty password. This command should be repeated after Samba has been running for 15 minutes.

2. Now verify that Samba correctly handles being passed a username and password, and that it answers its own name. Execute
the following:

root# smbclient -L server -Uroot$password

The output should be identical to the previous response. Samba has been configured to ignore all usernames given; instead
it uses the guest account for all connections.

3. From the Windows 9x/Me client, launch Windows Explorer: [Desktop: right-click] Network Neighborhood+Explore
— [Left Panel] [+] Entire Network — [Left Panel] [+] Server — [Left Panel] [+] Plans. In the right panel you should see
the files and directories (folders) that are in the Plans share.

1.2.2 Charity Administration Office

The fictitious charity organization is called Abmas Vision NL. This office has five networked computers. Staff are all volunteers,
staff changes are frequent. Ms. Amy May, the director of operations, wants a no-hassle network. Anyone should be able to use
any PC. Only two Windows applications are used: a custom funds tracking and management package that stores all files on the
central server and Microsoft Word. The office prepares mail-out letters, invitations, and thank-you notes. All files must be stored
in perpetuity. The custom funds tracking and management (FTM) software is configured to use a server named SERVER, a share
named FTMFILES, and a printer queue named PRINTOQ that uses preprinted stationery, thus demanding a dedicated printer. This
printer does not need to be mapped to a local printer on the workstations.

The FTM software has been in use since the days of Windows 3.11. The software was configured by the vendor who has since
gone out of business. The identities of the file server and the printer are hard-coded in a configuration file that was created using
a setup tool that the vendor did not provide to Abmas Vision NL or to its predecessors. The company that produced the software
is no longer in business. In order to avoid risk of any incompatibilities, the share name and the name of the target print queue
must be set precisely as the application expects. In fact, share names and print queue names should be treated as case insensitive
(i.e., case does not matter), but Abmas Vision advises that if the share name is not in lowercase, the application claims it cannot
find the file share.

Printer handling in Samba results in a significant level of confusion. Samba presents to the MS Windows client only a print
queue. The Samba smbd process passes a print job sent to it from the Windows client to the native UNIX printing system. The
native UNIX printing system (spooler) places the job in a print queue from which it is delivered to the printer. In this book,
network diagrams refer to a printer by the name of the print queue that services that printer. It does not matter what the fully
qualified name (or the hostname) of a network-attached printer is. The UNIX print spooler is configured to correctly deliver all
jobs to the printer.

This organization has a policy forbidding use of privately owned computers on site as a measure to prevent leakage of confidential
information. Only the five PCs owned by Abmas Vision NL are used on this network.

The central server was donated by a local computer store. It is a dual processor Pentium-III server, has 1GB RAM, a 3-Ware IDE
RAID Controller that has four 200GB IDE hard drives, and a 100-base-T network card. The office has 100-base-T permanent
network connections that go to a central hub, and all equipment is new. The five network computers all are equipped with
Microsoft Windows Me. Funding is limited, so the server has no operating system on it. You have approval to install Samba on
Linux, provided it works without problems. There are two HP LaserJet 5 PS printers that are network connected. The second
printer is to be used for general office and letter printing. Your recommendation to allow only the Linux server to print directly
to the printers was accepted. You have supplied SUSE Enterprise Linux Server 9 and have upgraded Samba to version 3.0.20.

1.2.2.1 Dissection and Discussion

This installation demands simplicity. Frequent turnover of volunteer staff indicates that a network environment that requires
users to logon might be problematic. It is suggested that the best solution for this office would be one where the user can log onto
any PC with any username and password. Samba can accommodate an office like this by using the force user parameter in
share and printer definitions. Using the force user parameter ensures that all files are owned by same user identifier (UID) and
thus that there will never be a problem with file access due to file access permissions. Additionally, you elect to use the nt acl
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support = No option to ensure that access control lists (Posix type) cannot be written to any file or directory. This prevents an
inadvertent ACL from overriding actual file permissions.

This organization is a prime candidate for Share Mode security. The force user allows all files to be owned by the same
user and group. In addition, it would not hurt to set SUID and set SGID shared directories. This means that all new files that
are created, no matter who creates it, are owned by the owner or group of the directory in which they are created. For further
information regarding the significance of the SUID/SGID settings, see , .

All client workstations print to a print queue on the server. This ensures that print jobs continue to print in the event that a user
shuts down the workstation immediately after sending a job to the printer. Today, both Red Hat Linux and SUSE Linux use
CUPS-based printing. Older Linux systems offered a choice between the LPRng printing system or CUPS. It appears, however,
that CUPS has become the leading UNIX printing technology.

The print queues are set up as Raw devices, which means that CUPS will not do intelligent print processing, and vendor-supplied
drivers must be installed locally on the Windows clients.

The hypothetical software, FTM, is representative of custom-built software that directly uses a NetBIOS interface. Most such
software originated in the days of MS/PC DOS. NetBIOS names are uppercase (and functionally are case insensitive), so some
old software applications would permit only uppercase names to be entered. Some such applications were later ported to MS
Windows but retain the uppercase network resource naming conventions because customers are familiar with that. We made the
decision to name shares and print queues for this application in uppercase for the same reason. Nothing would break if we were
to use lowercase names, but that decision might create a need to retrain staff — something well avoided at this time.

NetBIOS networking does not print directly to a printer. Instead, all printing is done to a print queue. The print spooling system
is responsible for communicating with the physical printer. In this example, therefore, the resource called PRINTQ really is just
a print queue. The name of the print queue is representative of the device to which the print spooler delivers print jobs.

1.2.2.2 Implementation

It is assumed that the server is fully installed and ready for configuration of Samba 3.0.20 and for necessary support files. All
TCP/IP addresses should be hard-coded. In our case, the IP address of the Samba server is 192.168.1.1 and the netmask is
255.255.255.0. The hostname of the server used is server. The office network is built as shown in .

Workgroup: MIDEARTH
server Network: 192.168.1.0/24

— desk1 desk2 desk3 desk4
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Figure 1.1: Charity Administration Office Network

1. Create a group account for office file storage:

root# groupadd office
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2. Create a user account for office file storage:

root# useradd -m abmas

root# passwd abmas

Changing password for abmas.
New password: XXXXXXXX

Re—enter new password: XXXXXXXX
Password changed

where XXXXXXXX is a secret password.

3. Use the 3-Ware IDE RAID Controller firmware utilities to configure the four 200GB drives as a single RAID level 5 drive,
with one drive set aside as the hot spare. (Refer to the 3-Ware RAID Controller Manual for the manufacturer’s preferred
procedure.) The resulting drive has a capacity of approximately 500GB of usable space.

4. Create a mount point for the file system that can be used to store all data files. Create a directory called /data:

root# mkdir /data
root# chmod 755 /data

The 755 permissions on this directory (mount point) permit the owner to read, write, and execute, and the group and
everyone else to read and execute only.

5. Use SUSE Linux system tools (refer to the SUSE Administrators Guide for correct procedures) to format the partition with
a suitable file system. The reiserfs file system is suitable. Configure this drive to automount using the /data directory as
the mount point. It must be mounted before proceeding.

6. Under the directory called /data, create two directories named ftmfiles and officefiles, and set ownership and
permissions:

root# mkdir -p /data/{ftmfiles,officefiles/{letters,invitations,misc}}
root# chown -R abmas:office /data
root# chmod -R ug+rwxs,o-w,o+rx /data

These demonstrate compound operations. The mkdir command creates in one step these directories:

/data/fmtfiles
/data/officefiles
/data/officefiles/letters
/data/officefiles/invitations
/data/officefiles/misc

The chown operation sets the owner to the user abmas and the group to office on all directories just created. It
recursively sets the permissions so that the owner and group have SUID/SGID with read, write, and execute permission,
and everyone else has read and execute permission. This means that all files and directories are created with the same
owner and group as the directory in which they are created. Any new directories created still have