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LIMITATION OF LIABILITY. TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE
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FOR ANY INDIRECT, INCIDENTAL, CONSEQUENTIAL, SPECIAL OR EXEMPLARY
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SUPPORT SERVICES, EVEN IF NETWORK ASSOCIATES, INC. HAS BEEN ADVISED OF
THE POSSIBILITY OF SUCH DAMAGES. IN ANY CASE, NETWORK ASSOCIATES, INC’S
CUMULATIVE AND ENTIRE LIABILITY TO YOU OR ANY OTHER PARTY FOR ANY LOSS
OR DAMAGES RESULTING FROM ANY CLAIMS, DEMANDS OR ACTIONS ARISING OUT
OF OR RELATING TO THIS AGREEMENT SHALL NOT EXCEED THE PURCHASE PRICE
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Preface

The PGP Software Developer’s Kit Reference Guide, Version 1.7.1 is the primary
reference source for using the PGP Software Developer’s Kit (“PGPsdk”),
which provides developers the functionality to readily add the PGP
peer-reviewed cryptographic technology to their own applications. Because
this is a reference manual, only a minimum of introductory or tutorial material
is presented.

By using the PGPsdk as a part of your development effort, you can:

= develop products that are as secure as PGP for Desktop Security, Version 6.5.1
(and optionally interoperating with it, where appropriate)

= easily develop, maintain, and use PGP cryptographic components in your
application

= provide yourself and your customers with the confidence that comes from
using the PGP trusted and peer-reviewed technology in your security
protocols

The engineers at Network Associates, Inc., have used the identical PGPsdk
supplied to external developers to produce PGP for Desktop Security, Version
6.5.1. Numerous excerpts from a sample application representing a greatly
simplified version of PGP for Desktop Security, Version 6.5.1 are included in this
manual. In keeping with the PGP corporate policy of complete and open
publication of source code for peer review, the final PGP for Desktop Security,
Version 6.5.1 Source Code books (when available) will serve as the essential and
definitive reference for developers using the PGPsdk for their own application
development.

Audience

This book is intended for experienced software engineers and application
developers who need to incorporate the PGP cryptographic functionality in
their application, or are developing a product that needs to communicate with
other applications that create or understand PGP-encrypted or
cryptographically signed data. Since the initial release of the PGPsdk supports
a C language Application Programming Interface (API), you should have C
language experience to use this product.

Reference Guide XXV



If you are not familiar with basic cryptographic concepts, PGP recommends
that you read Applied Cryptography, Second Edition, by Bruce Schneier (John
Wiley & Sons, Inc., 1996). This volume is arguably the best introduction and
general reference to cryptography currently available to the public. For
additional readings on cryptography and cryptographic theory, see the short
list of recommended readings at the end of this chapter, or the more extensive
list in Appendix C, “References and Recommended Reading.”

How to use this guide

The PGP Software Developer’s Kit Reference Guide presents the PGP
cryptographic functionality in a manner that corresponds to the organization
of the PGPsdk Software Library. Several overview chapters appear first, and
detail the basic concepts, organization, and functional divisions of the
PGPsdk.

Following the overview chapters are detailed reference chapters for each
functional division of the PGPsdk, which contain detailed descriptions of the
functions in each functional division. The reference chapters include:

an introductory overview of the functional division
= alist of the names of the associated C language header files

= tables containing #def i ne and enumerated type constants and their
descriptions

= C language code fragments for any associated datatypes and structures

= alogical ordering of the events and/or functions within the functional
division

Each event description includes:

= an explanation of the event

= the data type and structures passed to/from the event
= the allowed PGP( pt i on] values (if any)

Each function description includes:

the function’s C language prototype

argument descriptions

= an explanation of the function

optional notable error codes

optional notes, warnings, and tips on using the function
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= optional sample code

The manual contains appendixes detailing:
= error codes

= recommended readings in cryptography
The manual concludes with:

= aglossary of cryptographic terms

e anindex

Conventions used in this guide

Typographic conventions

C language code listings, reserved words, and names of data structures, fields,
constants, arguments, and functions are shown in Cour i er Font .

Key terms or concepts appear in boldface, and are defined in the Glossary.

Notes, warnings, and tips conventions
Notes may contain:
= non-essential but useful and/or interesting information
= information that is essential for understanding the material presented

Warnings contain information that is essential to understand. Failure to do so
could result in crashes and/or loss of data.

Tips contain information specifically intended to aid the PGPsdk developer in
using the function to the best advantage.

How to contact Network Associates

Customer service

To order products or obtain product information, contact the Network
Associates Customer Care department at (408) 988-3832 or write to the
following address:
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Network Associates International BV.
Gatwickstraat 25

1043 GL Amsterdam

Netherland

Technical support

Xxviii

Network Associates is famous for its dedication to customer satisfaction. We
have continued this tradition by making our site on the World Wide Web a
valuable resource for answers to technical support issues. We encourage you
to make this your first stop for answers to frequently asked questions, for
updates to Network Associates software, and for access to Network Associates
news and encryption information.

World Wide Web http://www.nai.com

Technical Support for your PGP product is also available through these
channels:

Phone +31(20)5866100

Email tech-support-europe@nai.com

To provide the answers you need quickly and efficiently, the Network
Associates technical support staff needs some information about your
computer and your software. Please have this information ready before you
call:

If the automated services do not have the answers you need, contact Network
Associates at one of the following numbers Monday through Friday between
6:00 A.M. and 6:00 P.M.

Phone +31(20)5866100

To provide the answers you need quickly and efficiently, the Network
Associates technical support staff needs some information about your
computer and your software. Please have this information ready before you
call:

= Product name and version number
= Computer brand and model
= Any additional hardware or peripherals connected to your computer

= Operating system type and version numbers
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Network type and version, if applicable

Content of any status or error message displayed on screen, or appearing
in a log file (not all products produce log files)

Email application and version (if the problem involves using PGP with an
email product, for example, the Eudora plug-in)

Specific steps to reproduce the problem

Network Associates training

For information about scheduling on-site training for any Network Associates
product, call +31(20)5866100.

Comments and feedback

Network Associates appreciates your comments and feedback, but incurs no
obligation to you for information you submit. Please address your comments
about PGP product documentation to: Network Associates International BV.,
Gatwickstraat 25, 1043 GL Amsterdam, Netherland. You can also e-mail
comments to tns_documentation@nai.com.

Year 2000 Compliance

Information regarding NAI products that are Year 2000 compliant and its Year
2000 standards and testing models may be obtained from NAI’s website at
http://www.nai.com/y2k.

For further information, email y2k@nai.com.

Development environment and API platform support

The PGPsdk, Version 1.7.1 binaries and public header files are supported on
three major platforms: UNIX, 32-bit Windows, and Macintosh. While
platforms and compilers other than those listed below may work with the
PGPsdk (and some will be supported in future releases), the Version 1.7.1
release has only been verified as working with the following:

UNIX platform and compiler support includes Solaris for Sparc, Linux x86,
OpenBSD x86, and NetBSD x86 environments, each using the GNU C
compiler.

32-bit Windows platform and compiler support includes those 32-bit
environments using the Microsoft Visual C++ 5.0 compiler

MacOS platform and compiler support includes MacOS Version 7.6
environments using the MetroWerks CodeWarrior Version 12.
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Related documentation

XXX

The following documentation is available to help you install, configure, and
get up to speed on the entire PGP product line.

= An Introduction to Cryptography. This guide is for anyone new to the
science of cryptography. It is a high-level overview of the terminology,
concepts, and processes used by PGP. It includes a section on security by
PGP’s creator, Phil Zimmermann.

e PGP Installation Guide. The Installation Guide describes how to install
the following products:

— PGP Desktop Security. Configuration techniques for PGP Desktop
Security, including instructions on how to create a PGP Client installer
with pre-configured settings, are included in the PGP Administrator’s
Guide.

— PGP Certificate Server. Configuration techniques for the Certificate
Server are included in the PGP Certificate Server Administrator’s Guide.

— PGP Replication Engine. Configuration techniques for the Replication
Engine are included in the PGP Certificate Server Administrator’s Guide.

— Policy Management Agent for SMTP. Configuration techniques for the
Policy Management Agent are included in the Policy Management Agent
Administrator’s Guide.

PGP Certificate Server Administrator’s Guide. The Administrator’s
Guide describes how to configure and administrate the PGP Certificate
Server and PGP Replication Engine.

Policy Management Agent for SMTP Administrator’s Guide. The
Administrator’s Guide describes how to configure and administrate the
Policy Management Agent.

PGP Desktop Security User’s Guide. The User’s Guide describes how to
use the email, file, and disk encryption utilities of PGP and PGPdisk.

PGPsdk User’s Guide. The SDK User’s Guide describes how to use the
PGP Software Developer’s Kit.

PGP Product Source Code Books. Philip Zimmermann, editor, Warthman
Associates.
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Recommended readings

Non-technical and beginning technical books

Whitfield Diffie and Susan Eva Landau, “Privacy on the Line,” MIT Press;
ISBN: 0262041677

This book is a discussion of the history and policy surrounding
cryptography and communications security. Itisan excellent read, even for
beginners and non-technical people, but with information that even a lot of
experts don’t know.

David Kahn, “The Codebreakers” Scribner; ISBN: 0684831309

This book is a history of codes and code breakers from the time of the
Egyptians to the end of WWII. Kahn first wrote it in the sixties, and there is
a revised edition published in 1996. This book won't teach you anything
about how cryptography is done, but it has been the inspiration of the
whole modern generation of cryptographers.

Charlie Kaufman, Radia Perlman, and Mike Spencer, “Network Security:
Private Communication in a Public World,” Prentice Hall; ISBN:
0-13-061466-1

This is a good description of network security systems and protocols,
including descriptions of what works, what doesn't work, and why.
Published in 1995, so it doesn't have many of the latest advances, but is still
agood book. It also contains one of the most clear descriptions of how DES
works of any book written.

Intermediate books

Bruce Schneier, “Applied Cryptography: Protocols, Algorithms, and
Source Code in C,” John Wiley & Sons; ISBN: 0-471-12845-7

This is a good beginning technical book on how a lot of cryptography
works. If you want to become an expert, this is the place to start.

Alfred J. Menezes, Paul C. van Oorschot, and Scott VVanstone,
“Handbook of Applied Cryptography,” CRC Press; ISBN: 0-8493-8523-7
This is the technical book you should get after Schneier. There is a lot of
heavy-duty math in this book, but it is nonetheless usable for those who do
not understand the math.

Richard E. Smith, “Internet Cryptography,” Addison-Wesley Pub Co;

ISBN: 020192480

This book describes how many Internet security protocols. Most
importantly, it describes how systems that are designed well nonetheless
end up with flaws through careless operation. This book is light on math,
and heavy on practical information.
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XXXii

William R. Cheswick and Steven M. Bellovin, “Firewalls and Internet
Security: Repelling the Wily Hacker” Addison-Wesley Pub Co;

ISBN: 0201633574

This book is written by two senior researcher at AT&T Bell Labs, about
their experiences maintaining and redesigning AT&T’s Internet
connection. Very readable.

Advanced books

Neal Koblitz, “A Course in Number Theory and Cryptography”
Springer-Verlag; ISBN: 0-387-94293-9

An excellent graduate-level mathematics textbook on number theory and
cryptography.

Eli Biham and Adi Shamir, “Differential Cryptanalysis of the Data
Encryption Standard,” Springer-Verlag; ISBN: 0-387-97930-1

This book describes the technique of differential cryptanalysis as applied to
DES. It is an excellent book for learning about this technique.
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PGPsdk Overview

Introduction

The PGPsdk consists of nine functional groups including, among others, key
management functions, high- and low-level cryptographic functions, and
pseudo-random number generation functions. Each group has a
separately-compilable public header file that allows developers to include
only the PGP cryptographic functionality that they want to impart to their
applications. The more closely related header files are further grouped into
twelve major functional areas. Each of these major functional areas is
documented in its own chapter (Chapter 2 through Chapter 13).

Table 1-1. Public Header File Organization in This Document

Header File Chapter

pgpOpt i onLi st. h Chapter 2, “Key Management
Functions”

pgpKeys. h Chapter 3